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“Corporate Information Security Policy”

“eila glaall —al dulaw”

Ministry of Community Development understands and recognizes
the importance of “information” to its business operations and
hence is committed and obliged to provide its customers, business
partners & employees a secure information processing
environment.

The management at MOCD is highly committed towards
Information Security and intends to achieve security of its
information assets based on the three founding principles or the
triads of Information Security - Confidentiality,

Integrity & Availability. Optimum security will be accorded to
information assets by classifying them based on their business
value and risk exposure. MOCD will thus ensure the privacy of
company, customer, business partner & employee information, by
protecting it against unauthorized access, disclosure and/or loss.

The management at MOCD endeavors to continuously and
proactively manage risk to its information and maintain it at an
acceptable level through the design, implementation and
maintenance of an effective Information Security Management
System (ISMS) that adopts industry best practices & standards by
having:

v' Security policy, objectives and activities that reflect
Company and business objectives.

v' An approach to implementing security that is consistent
with the organizational culture.

v" Visible support and commitment from Management.

v" A good understanding of the security requirements, risk
assessment and risk management.

v'  Effective understanding of need for security by all
Managers and employees.

v' Distribution of guidance on information security policy
and standards to all employees and contractors and
providing appropriate security training and education.

v" A comprehensive and balanced system of audit review

that evaluates performance in Information Security
Management and provides feedback/ suggestions to the
Management for improvement in security.

The ISMS so developed will comply with the requirements of the
federal, local laws and regulatory requirements and will also
percolate the need by encouraging and promoting information
security awareness amongst the masses at MOCD. The security
policy will be reconsidered independently once a year, or earlier
depends on the circumstances; and will be published and
communicated to all employees and relevant external parties.
Also, matters related to non-conformity will be considered to

ensure policy compliance.
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